RTU SPECIFICATION

Small to Medium Capacity (typically 10-150 I/O)
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Remote Terminal Units (RTUs)

GENERAL:

The Remote Terminal Units (RTUs) shall be micro-processor based units of modern field proven design.  RTUs must be modular in design to allow expansion of communications and I/O interfaces and capable of a variety of data transfer methods using various communications media and protocols.

The RTUs proposed MUST as a minimum have the following features:

1. Expansion capability to support for more than 150 I/O points and up to 16 communications ports.

2. Flexible backplane arrangement that allows distribution of RTU modules within a single enclosure, or distributed between field enclosures.  Backplanes should be available in various sizes eg. 4, 6 or 12 module capability, with larger backplanes able to be directly mounted within 19” racks.

3. Processor modules shall have 8 or 16 bit processors with a minimum of 128kB RAM (for data storage), 128kB flash RAM (for firmware/program storage) and have a minimum of 2 communications ports each.  The RTU applications programs and firmware shall be remotely downloadable via the communications network.  It shall also be possible to add communications functionality (eg. additional protocols) to the RTUs without visiting site.  Applications programs (site database and logic program/s) shall be able to be uploaded from the RTUs.

4. Use published ‘open’ protocols for communications with host and local devices. Protocols should include MODBUS (RTU and ASCII), DNP3 and Allen Bradley DF1.

5. The processor and communications modules shall support a range of communications port options using plug-in daughter boards that include:

· serial ports to be user configurable as RS232 / RS422 / RS485 for data rates from 300bps to 115kbps (with full RTS control of pre-Tx and post-Tx delays for use with analog and digital radios),

· PSTN (at least 33.6kbps dialup),

· 2 and 4 wire leased line for 1200bps data rate (with full RTS control of pre-Tx and post-Tx delays for use with analog modem circuits),

· fibre optic (direct connection capability of at least 1.5km),

· video capture (with JPEG data format).

6. Allow ‘hot swapping’ of power supply, processor, communications and I/O modules (ie. change modules while running).

DATA TRANSFER

The RTUs proposed MUST support a number of data transfer philosophies that include,

1. Standard polling – where the master station continuously requests some/all realtime data values.

2. Exception Reporting – where the RTU initiates messages.
3. Time tagged data uploads – where the master station requests data that has been logged based on its priority/class.  All data is logged in an event log buffer with a time stamp of 1mS resolution (system wide accuracy of 10mS or better).  The RTU event log buffer must be capable of storing in excess of 50,000 event logs and have local archiving capability that allows preservation of data for different time periods (eg. higher priority data may be kept for a longer period than lower priority data).  This functionality allows the master station to poll for ‘changed data’ using high, medium and low priorities.  Alternatively the RTUs may be configured to exception report high priority data to the master station on occurrence and leave medium and low priority data to be uploaded by the master station when the next poll for changed data of medium/low priority occurs.
4. Dynamic message routing – RTUs must be able to ‘learn’ of changes to network routing and dynamically change message routes.  For example if primary communications are radio via communications port number one and messages have been failing, the master station may use an alternative communications path (via an intermediary RTU or different network connection).  If a new message from the master station is subsequently received on backup PSTN communications port number two the RTU should change its routing information to reflect that master station communications are now via port number two.  RTUs should also have the ability to re-direct messages via alternative message paths and ports if they exist (managed by RTU logic based on network success/failure message statistics).

5. Peer to peer communications – allowing RTUs to communicate with each other rather than simply with a master station.

6. Store and forward communications – allowing RTUs to ‘pass on’ messages for other RTUs.  This is used to extend the coverage of point to multipoint style networks and also allows linear communications paths (where RTUs are typically ‘daisy chained’).

7. Transparent port connections – allowing RTUs to ‘connect’ ports between remote locations for the transfer of non-RTU data/messages.  This requires the RTU to receive and package a non-RTU message within a RTU message packet for transfer to another RTU location for output (the output message is stripped of the RTU message headers, CRC etc).

POWER SUPPLIES

The RTU power supply shall accept AC or DC input and provide all necessary power to support the RTU operation.  The power supply outputs shall be fully isolated from the input power source and include both monitoring and control of the various outputs to allow advanced power management functionality.  The power supply shall be able to run from its standby battery for a minimum of 4 hours.

Power supply inputs shall include,

1. AC Input – a wide ranging input of 90-260VAC 50/60Hz,

2. DC Input – a wide ranging input of 11-15VDC, nominally 12VDC,

3. Temperature – to allow temperature compensated battery charging.

1. Power supply external outputs shall include,

2. Battery charger – a 13.6VDC output capable of supplying up to 2A for float charging of standby sealed lead acid batteries,

3. Auxiliary 12V – a 13.6VDC output capable of supplying power to external communication devices such as modems and radios.  This output should be switchable via RTU logic to allow communication devices to be turned off in power saving applications,

4. Auxiliary 24V (optional) – a 24VDC output capable of supplying up to 300mA of load for external devices (note analog inputs are required to provide 24VDC loop power).  This output is an optional feature (ie. plug in DC-DC option board, or an external DC-DC converter).

Monitoring and control of power supply operations via the RTU logic shall include,

1. Monitoring – the power supply shall allow monitoring of status and analog values,

· input supply failure
· low battery voltage
· total RTU current consumption – Amps

· battery charge/discharge current – Amps

· RTU/battery supply voltage - Volts

· temperature – degrees C/F

2. Control – the power supply shall allow control via the RTU logic of,

· aux. DC on/off
· I/O module loop power on/off
3. LED Indication – the power supply shall include LED indication of,

· Watchdog OK status
· Battery charger active
· Float charge mode
· Boost charge mode
· Low battery alarm
PROCESSOR MODULES

The RTU central processor (CPU) shall be based on a 16 bit microprocessor (or 8 bit processor running in 16 bit mode) operating at a minimum of 16MHz that executes programs in an EPROM or flash RAM of at least 128kbytes capacity.  At least 128kBB of RAM with expansion capability shall be included as a minimum for data and application storage.  The RTU applications and firmware shall be remotely downloadable via the RTU communications network.  Each RTU shall have a minimum of two communications ports, allow multiple protocols to operate per port and use industry standard connectors such as RJ45 or DB9 for RS232/RS422/RS485 type communications.  At least one of the CPU communications ports shall use plug-in daughter boards that allow a range of communications media interfaces to be easily incorporated.

Communications daughter boards should include RS232/RS485, V.23 FSK 2/4 wire leased line and V.23 FSK radio interfaces.

COMMUNICATIONS EXPANSION MODULES

The RTU shall support up to 16 communications ports and allow additional ports to be added using communications expansion modules.  Each communications expansion module shall have a minimum of three communications ports, allow multiple protocols to operate per port and use industry standard connectors such as RJ45 or DB9 for RS232/RS422/RS485 type communications.  At least two of the communications ports shall use plug-in daughter boards that allow a range of communications media interfaces to be easily incorporated.

Communications daughter boards should include RS232/RS422/RS485, PSTN (at least 33.6kbps), 2/4 wire leased line, fibre optic and video capture.

ANALOG INPUT MODULES

The analog input modules must allow connection of at least 8 inputs to a multi-channel Analog to Digital Converter (ADC) with a minimum of 12 bits resolution, overall accuracy of at least 0.1% of full scale and suit input ranges of 0/4 to 20mA and 0/1 to 5V.  The update rate of the analog module must be no worse than 2mSec for all channels, with common mode noise rejection of >70dB at DC and 60Hz and cross channel noise rejection of >80dB from DC to 1kHz.

The analog input modules shall provide isolated 24VDC loop power for each input channel and use a removable connector block (secured) that has screw terminals for both the I/O wiring and cable screen.  The connector block should use at least two screws for securing the connector to the module assembly and feature a terminal cover that includes provision for writing of tagnames and provides cable connection details.

ANALOG OUTPUT MODULES

The analog output modules must allow connection of at least 4 outputs from a multi-channel Digital to Analog Converter (DAC) with a minimum of 12 bits resolution, overall accuracy of at least 0.1% of full scale and output 0/4 to 20mA in to a load of up to 850 ohms.  The update rate of the analog module must be no worse than 250mSec for all channels.

The analog output modules shall provide isolated 24VDC loop power for each output channel and use a removable connector block (secured) that has screw terminals for both the I/O wiring and cable screen.  The connector block should use at least two screws for securing the connector to the module assembly and feature a terminal cover that includes provision for writing of tagnames and provides cable connection details.

DIGITAL INPUT MODULES

The digital input modules must allow connection of at least 16 inputs, with configurable frequency / pulse / quadrature counting, and sequence of events (SOE) recording.  Features shall include,

· wide ranging AC or DC inputs (18-250V AC or 12-180VDC),

· at least 4 input channels capable of high speed counting (up to 10 kHz),

· all input channels capable of low speed counting (up to 1 kHz),

· all input channels capable of frequency measurement (to 1 Hz resolution),

· any pair of inputs shall be capable of quadrature counting,

· sequence of events (SOE) recording on any input channel (to 1mSec resolution) with sufficient memory capacity on the input module to store at least 1000 SOE records,

· configurable de-bounce filtering (filter time constant of 1mSec – 250mSec) for all/any input channels,

· configurable logical channel inversion for all/any input channels.

The digital input modules shall provide isolated 12VDC loop power for each input channel and use a removable connector block (secured) that has screw terminals for both the I/O wiring and cable screen.  The connector block should use at least two screws for securing the connector to the module assembly and feature a terminal cover that includes provision for writing of tagnames and provides cable connection details.

DIGITAL OUTPUT MODULES

The digital output modules must allow connection of at least 8 or 16 outputs.  Where 8 channel modules are used, each output channel shall provide both NO and NC contact pairs, with no more than 2 channels sharing a common.  Where 16 channel modules are used, each output shall provide NO contacts, with no more than 8 channels sharing a common.  Each output shall have a contact rating of at least 2A.

The digital output modules shall use a removable connector block (secured) that has screw terminals for both the I/O wiring and cable screen.  The connector block should use at least two screws for securing the connector to the module assembly and feature a terminal cover that includes provision for writing of tagnames and provides cable connection details.

MULTI I/O MODULES

Multi I/O modules must allow connection of a combination of analog and digital inputs/outputs that conform to the specifications detailed for the unique I/O types above.  The range of multi I/O modules available shall include support for the following I/O combinations,

· 8 x DI, 8 x DO

· 4 x AI, 1 x AO, 4 x DI, 4 x DO

· 2 x AI, 8 x DI, 2 x DO

The multi I/O modules shall use a removable connector block (secured) that has screw terminals for both the I/O wiring and cable screen.  The connector block should use at least two screws for securing the connector to the module assembly and feature a terminal cover that includes provision for writing of tagnames and provides cable connection details.

BACKPLANES

Backplanes shall allow distribution of RTU modules within a single enclosure, or distributed between field enclosures.  Backplanes should be available in various sizes eg. 4, 6 or 12 module capability, with larger backplanes able to be directly mounted within 19” racks.

PROGRAMMING AND CONFIGURATION

RTU programming and configuration shall be performed using a Windows based program that runs on Windows 95/98 and Windows NT operating systems.  The program will allow off-line and on-line creation and editing of RTU setup and applications logic.  The logic editor will be IEC 61131-3 compliant and include ladder logic capability as a minimum.  The logic editor must allow the use/creation/editing of function blocks and support use of a central code library (whereby applications that are using function blocks from the code library can be updated on a global basis if the function block in the code library is modified).

RTU configurations shall be able to be uploaded and downloaded remotely over the RTU communications network.

RTU LOGIC CAPABILITY

The RTU shall allow mapping of I/O data to from a local register array.  The local register array must include at least 2048 16 bit registers that may be used for the storage of data in a number of formats that include,

· 16 bits of digital I/O status (Rnnnn.bb)

· 16 bit unsigned integer (Rnnnn)

· 16 bit signed integer (Rnnnn)

· 32 bit long (Lnnnn)

· 32 bit floating point (Fnnnn - IEEE format)



Note: where nnnn is register address 1-2048, bb is bit address 1-16 and
references to 32 bit values must start at an odd register address, eg. #L3 or #F7

The RTU logic editor shall include the following ladder logic input and output capability as the minimum functionality to be offered
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DATA LOGGING

The RTU shall have data logging capability of any I/O or register data value.  The event log entry shall be time tagged with a 1 mS resolution time stamp and each entry shall include the following parameters:

· year, month, day, hour, minute, second, millisecond,

· RTU ID, data ID, data priority (0-7), data user type (0-31) 

· data value, (2 bytes)

The event log capacity shall be configurable in the RTU memory setup, with a minimum capability of 50,000 event logs before any data is overwritten.  The RTU logic shall allow the packing/archiving of ‘old data’ using the data priority field to mark data older than a specified period as deleted.

The RTU event logs shall be retrievable using any/all arguments of;

· date/time,

· priority,

· user type,

· RTU/data ID

LOCAL COMMUNICATIONS

The RTU shall support a number of device drivers that allow communications with local devices such as meters, PLCs, and other intelligent electronic devices (IEDs).  These interfaces will typically operate on any of the RTU communications ports using data transfer protocols such as DNP3, MODBUS, HART, Allen Bradley DF1 and ASCII.  The RTU logic must allow the generation of ASCII command strings and the parsing of ASCII responses for development of simple ASCII interfaces.  The RTU shall allow the use of multiple protocols per communications port.

NETWORK COMMUNICATIONS

The RTU shall be capable of communications within a network of greater than 1000 RTUs using industry standard SCADA protocols such as DNP3 and/or IEC 60807-5.  The RTU shall be configurable to manage network communications in slave mode, master mode or as a data concentrator (where a data concentrator operates in both slave and master modes).  The RTUs shall maintain ‘images’ of network data received from other RTUs to allow reference of such data (and its communications status) to be included in the RTU logic.

RTU DIAGNOSTICS

The RTU shall have in-built diagnostics that allow local and remote interrogation of diagnostic information.  Basic diagnostic information shall be presented to the user via the module LEDs and advanced diagnostic information via the RTU programming and configuration interface program.

The advanced diagnostic information for I/O modules should include the health/presence of each RTU module and the current state/value of each I/O channel (including power supply I/O data).  Diagnostic information specific to the processor module and RTU in general should include the scan rate of I/O and logic, the current time and date, the RTU firmware version, firmware options (ie. protocols, application extensions etc), list error status flags.  Communications statistics should be accessible for each RTU in the network that include the number of message successes, message fails and fails since last success.

The RTU shall have port monitoring capability that allows local and remote capture of messages to/from any RTU port for display in the programming and configuration interface.

SPARE CAPACITY

Each RTU shall be sized to accommodate all of the I/O listed in the scope of works and include an additional 20% spare installed I/O capacity.  There shall be at least 2 backplane slots spare in the offered solution for RTUs with up to 24 modules and at least 4 backplane slots spare for RTUs with greater than 24 modules.

SECURITY

The RTU shall have two types of security, one for the programming and configuration interface and the other for the RTU ports.

Programming and Configuration Interface - User Security

The programming and configuration interface shall support at least six levels of user access that can be configured by a system administrator.  These should include as a minimum,

0. Unlimited Access
Allows unlimited access, can read and write all RTU parameters including configuration parameters.  RTU parameters include :- Local Registers, Network Registers, System Registers, Hardware (I/O) Registers, Event Logs, and Logic Program/s.

1. Read All, Write All (except config.)
Allows reading and writing of all RTU parameters, except for System Registers and Ladder Logic. Thus reconfiguring an RTU is not possible from this access level.

2. Read All, Limited Write Access
Allows reading all RTU parameters. Writing is limited to some Local Registers. No other parameters can be written at this access level.

3. Read-Only Access
Allows reading all RTU parameters. No parameters can be written at this access level.

4. Limited Read Access only
This access level allows reading some Local Registers.  No parameters can be written.

5. No Access


No RTU parameters can be read or written. This access level is useful only for RTU port configuration.

Whenever the interface program is started, the user should be prompted to enter a username and password. This is checked against the User Database, to verify the password, and to provide the authorized access level.  Alternatively, the user can select 'View-Only' mode.

RTU Security

Each RTU Communication Port shall have a configurable access level.  The default access level can be any of the 6 levels (0-5) specified above to control read and write access to that port.

Thus, if a RTU port has default access level 4, then only some of the local data registers can be read via that port (eg. in energy delivery applications this functionality allows the energy vendor to allow the customer access to ‘some’ of the RTU data).

Thus, by configuring all RTU ports in a network with access levels 1-5 (not access level 0), the network is then completely secure against unauthorized re-configuration, and can only be reconfigured by an authorized user, after unlocking the RTU comms port.

OPERATING ENVIRONMENT

The RTU shall operate over the temperature range of –20deg C through to +60deg C.  The RTU shall be suitable for storage over a temperature range of –20deg C through to +80deg C.

The RTU shall meet all relevant local requirements for noise immunity and noise emissions.
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